
PROTECTING YOURSELF 
FROM CYBERCRIME
Eight tips for preventing hackers from stealing your money and identity

Overview
Digital payments are on the rise — and hackers are looking for a cut. 
More than 80% of Americans made a digital payment in 2021, using 
available payment platforms such as Zelle, PayPal and Venmo.1 They 
also lost roughly $6.9 billion to cybercrime in that same time frame.2 
And during the 2020 holiday season, 25% of Americans reported 
being the victims of scammers.3

It’s easy and convenient to pay for things via digital transactions, but 
how can you protect yourself from being a victim of cybercrime? 
Here are our top eight suggestions for protecting your money and 
your identity from online thieves.

Eight Tips for Preventing Online Theft
1. Treat app-based transfers like cash payments.

Some apps, like Zelle, don’t allow you to cancel transactions once 
they’re in progress. This makes it more difficult to get your money 
back once it’s transferred out of your account. Before hitting “send” 
on a payment, double-check that it’s going to the correct recipient 
and the amount of the transfer is correct.

2. Manage your passwords wisely.

Let’s face it: Most of us use the same password across many 
websites, including those from our financial institutions. But 
reusing the same password makes you more vulnerable to 
hackers, especially if the password is easy to guess. Instead, 
choose a complex, unique password every time you add or 
update a login. And it’s best practice not to physically write them 
down; instead, tools such as LastPass can store all your login 
details, including usernames and passwords. If you do choose to 
write them down, keep the list in a safe, locked place.

The other mistake most of us make with our passwords is not 
updating them frequently enough. Online security expert McAfee 
recommends changing passwords every three months.4 If you 
receive notification from a retailer or financial institution that 
your account has been compromised, you should change your 
password immediately.
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3. Don’t give out your information to people who contact you.

Have you ever received a phone call or email saying there’s a 
problem with your account and asking you to verify sensitive 
information? Financial institutions and official organizations such 
as the IRS or Social Security will never ask you for details such 
as date of birth, Social Security number, account numbers or 
passwords in contact they initiate. If you receive communication 
requiring this information, call the institution directly to verify the 
legitimacy of the request.

4. Stay on guard for fakes.

Cybercriminals are smart — and they’ve gotten good at creating 
fake websites, emails and even in-app notifications that look like the 
real thing. If something looks or feels “off” about a message, trust 
your gut and don’t complete the transaction. When you’re shopping 
online, always look for the lock symbol and “https” in the website’s 
address, indicating you’re shopping at a secure site.

5. Manage your devices.

“Malvertising” is a form of malicious software in which hackers 
create seemingly innocuous advertisements infected with malicious 
codes. Once you click on the ad, hackers can use the malware to 
steal your identity or even take over your device. Download ad 
blockers to prevent these ads from being displayed and reduce the 
chances of interacting with a malicious ad.

Also, don’t ignore notifications that an update is available for 
your device. Many of these updates are fixing bugs and patching 
potential security holes. Install updates as soon as they are 
available to prevent data leaks.

6. Be wary of public Wi-Fi.

Public Wi-Fi is handy when you’re out running errands or working 
in a coffee shop, but it can also provide a gateway for hackers to 
access your device. Avoid logging into financial websites or other 
sites where your sensitive information might be exposed until 
you’re back on a private, secure Wi-Fi network.
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7. Embrace multifactor authentication.

You may have noticed that your bank, brokerage or other financial 
firms require you to provide multiple identifying details when 
you call about your account. Likewise, some websites also use 
this multifactor authentication approach to verify your identity, 
requiring you to input a six-digit code or answer an additional 
security question. These steps may seem like a minor annoyance, 
but they are in place to protect you from fraud.

And speaking of security questions: Most security questions aren’t 
really that secure. A motivated hacker could probably find out your 
mother’s maiden name or child’s date of birth with a little sleuthing. 
Instead, choose security questions that aren’t easily guessed or 
findable, such as the color of your first car.

8. Review transactions regularly. 

The best deterrent to fraud is early detection. It’s best practice to 
log in to your financial accounts weekly to review transactions and 
verify their legitimacy. Report any unexpected payments to your 
financial institution; scammers sometimes use these to test whether 
your account is active before attempting to withdraw funds.

Final Thoughts
If you have been the victim of identity theft or online fraud, notify 
every financial institution where you have an account, including 
banks, credit unions, investment brokerages, etc. You can also place 
a 90-day fraud alert with the nationwide credit-reporting agencies:

    • Equifax: www.equifax.com
    • Experian: www.experian.com
    • TransUnion: www.transunion.com

In addition, contact your financial professional to let them know 
your data has been breached. They can keep an eye out for any 
unusual requests for transactions and help protect your hard-
earned savings from potential scammers.
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